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Abstract 
 
In the 21st century, the business environment has become very 
sophisticated with the development of information technology. 
Networking systems are the essential tools used by organisations to 
communicate but mainly to process, store and transmit business 
data. Thus, the networking systems are playing an essential role for 
business productivity and efficiency, and without proper secured 
networking systems, the business development is at risk. This work 
aims to evaluate the impact of networking security systems on 
business productivity and efficiency, based on data collected from 
employees in small to medium-sized companies in the United 
Kingdom. The study’s results provide clear evidence that the 
network security issues are disrupting business activities, and 
eventually the productivity and efficiency are affected.  
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1.0 Introduction 
In our days, the business environment has undergone extreme changes through 
technological developments. Networking systems are one of the aspects of 
technological developments which have caused major changes in industry 
structure, market structure and business models. For example, networking systems 
with enormous capabilities are used by organisations to process, store and transmit 
data. Taking into consideration the globalisation aspect, businesses have the 
opportunity using networking systems to work with suppliers and customers 
around the world where required materials can be purchased at lower rates and 
sales can be increased by achieving new international markets [1].  
This new way of business operation generates opportunities but problems as well.
InformationWeek estimates that losses due to security among organisations exceed 
£1trillion annually [2]. Organisations are anxious about data security and they 
realise that the lack of security over a network system can have a negative impact. 
The damage caused by network security issues is defined as a phenomenon in the 
21st century that can harm business activities. Network security is considered as 
one of the most essential things on the current business world. Damaged 
reputation, customer’s confidence loss, stolen intellectual property or customer’s 
access prevention can significantly affect the organisation’s efficiency and 
productivity [3]. 
 
 
2.0 Theoretical Foundation 
In last years the importance of network security has been significantly increasing, 
especially among enterprise networks which require complex security policies [4]. 
According to Ling-Fang [5] the edge networks such as, LANs, PANs, WLANs and 
WSNs that are delimited within specific organizations and households are found at 
several locations through the internet. As the internet becomes larger each day and 
the edge networks become deeper, without protection or limited protection they are 
subject to intrusion from malicious users. For an efficient protection of edge 
networks against invaders, perimeter security such as Firewalls, IPSec gateways, 
intrusion detection and prevention are provided by the network security systems. 
Aslam, N. [6] found that in recent years network security systems have emerged as 
one of the greatest challenges for many organisations. The huge proliferation of the 
Internet and appearance of unified data, voice and multimedia services are the 
features of emerging communications models that can be essential for effective 
business activity. Nevertheless, the growing number of sophisticated security 
threats can significantly obstruct productivity, interrupt business operations and 
result in loss of information for any organisation.  
New threats are appearing daily, especially in when it comes to intranet 
technology. The organisations are treating intranets as an internal device that is 
concealed behind the corporate network and by some means is invulnerable to 
external attacks [7]. But the intranet is a Web Application exposed to the same 
intimidating environment as a corporate Web site. Therefore the intranet is 
weakened by the scope of identical threats. Intranets are designed for employees 
and other trusted parties, but they not provide any guarantee against attacks by 
hackers, viruses or spam. If the companies are not applying dedicated intranet 
security policies, they may face a series of issues which are associated with 
sensitive information outflow and data loss. Intranets contain private assets which 
are highly essential for both day-to-day activities and strategic business 
development. An effective attack over the intranet can interrupt business 
operations, cause substantial damage to an organisation's reputation, and violation 
of legal regulations. These factors can affect the productivity and efficiency of a 
business.  
Vinay M. Igure [8] discovered that cumulative interconnectivity is exposing the 
Supervisory Control and Data Acquisition (SCADA) networks to a large range of 
network security issues. SCADA networks are part of the current manufacturing 
facilities such as electric power generation plants, oil refineries and chemical 
factories. Also SCADA networks can be found among engineering facilities which 
are huge distributed developments.  Plant operatives have the duty to constantly 
supervise and control diverse units of the plant to guarantee its appropriate 
operation. The increasing development of networking technology made possible 
the viability of remote command and control being used for the plant. At the 
present time, industries are facing competitive markets, therefore it is essential to 
update their digital SCADA networks in order to reduce costs and to boost 
efficiency. SCADA networks are also connected to an organisation's corporate 
network and to the Internet. This connectivity may help to improve manufacturing 
and distribution processes, but at the same time may expose the industrial network 
to several security issues that are posed by the Internet. Processes that are 
monitored and controlled using SCADA networks may face a malicious attack 
which can cause considerable damage to the plant. Aside from producing physical 
and economic damage to an organisation, an attack over a SCADA network can 
affect both the environment and public safety [8]. 
Summarising, organisations and researchers conclude that the first time a network 
security system causes some problems to system holders, administrators, or 
operators, then it affects the performance, the complexity or the cost of maintaining 
the operation of any system which is held by an organisation [9]. Generally it is 
suggested that organisations must follow appropriate network security policies in 
order to avoid security issues such as cyber-attacks and denial of service, 
especially in the small businesses sector. Nevertheless, the majority recognises that 
networking security systems can affect business productivity and efficiency; and 
they raise the issues of network security which can affect business but are failing to 
be more precise on the productivity or on the efficiency side. 
Therefore, the research question has been defined as “How do network security 
issues effect business productivity and efficiency.” The study aims to identify the 
common security issues in small - medium size companies and to analyse their 
affect into supply chain and business operation activities.  
3.0 Method 
The research used a quantitative deductive approach based on a survey. The survey 
was comprised of a questionnaire which targeted employees from small to 
medium-sized companies in the United Kingdom. In order to test the questions' 
viability, a pilot questionnaire was presented to business and IT specialists. 
 
The questionnaire aimed a) to determine the security issues experienced by the 
companies, and b) to evaluate how network security issues affected business 
productivity and efficiency.  
 
Thus, the questions focused on how systems such as service and support, Customer 
Master Data Management and production lines which are related to the company’s 
day by day activities were affected by network security threats. In addition, the 
questionnaire explored whether business process like customers’ or companies' 
online orders could be carried out during a network failure caused by security 
threats. Finally, the questionnaire evaluated whether the business plan of the 
companies was changed because of network security issues.  
 
The sample was formed of forty two participants, 69% were men and 31% were 
women; mainly, they were Office Managers (22.22%), IT Administrators 
(22.22%), and Assistant Managers (19.44%). 
 
Table 1: Summary of the participants 
 
 
 
 
 
 
 
 
 
 
 
The participants' age ranges was, 39% were between 25-35 years of age, 36% were 
between 35-55 years of age, and 25.00% were 55 years old or more.  
 
 
 
4.0 Results and Discussion 
The analysis of the survey’s data resulted in the identification of the network 
security issues experienced by small-medium companies, which in turn lowers 
productivity and efficiency. 
 
Occupation Response Percent 
IT Administrator 22.22% 
Office Manager 22.22% 
Assistant Manager 19.44% 
Other 19.44% 
Accountant 11.11% 
Desk Officer 2.78% 
Marketing Analyst 2.78% 
4.1 Network Security Issues and Threats 
 
a) The participants had knowledge about the network security issues experienced 
by their companies (Figure 1); 38.1% mentioned that their company has to deal 
with a virus or a worm, 30.95% of the participants are experienced a spyware 
attack, 26.19% face a browser-based attack, and 26.19% with lack of user 
awareness. 
 
Figure 1 Network Security Issues 
 
b) When asked if the auto-logon process and the intranet are network security 
threats (Figure 2), 50% of the participants' answer was neutral, 14.3% disagreed 
and 9.5% strongly disagreed. A respectable 21.4% of the participants agreed that 
both the auto-logon process and the intranet can be considered as network security 
threats. 
 
 
Figure 2 Network Security Threats Cross Tab Results 
In this situation, these network issues are linked with slow network performance, 
failure to access websites and disconnection from wireless or cable networks. Also, 
the intranet may encounter suspicious traffic such as spam, phishing, spyware, 
adware and malware that can affect business activity. The auto-logon process can 
have a huge impact on a company’s activity which can be heavily disrupted and 
cause enormous losses for a business if unauthorized access of private data is 
provided. Under these circumstances, the activity of any department in the 
company will be disrupted and the business may be affected by substantial losses. 
This could be the result of improper network security systems or users who have 
not received computer security awareness training [10]. 
 
 
4.2 Network security issues and business productivity and 
efficiency 
 
a) In order to identify if network security issues were affecting business operations, 
two questions were addressed (Figure 3). The results of cross tabulation show that 
47.6% of the participants' opinion was neutral, 19% disagreed, and 9.5% strongly 
disagreed. At the same time, 19% of the participants agreed and 4.8% strongly 
agreed that business operations were affected by network security issues.  
Figure 3 Network security issues affecting business operations 
 
The reason behind these well-divided opinions could be the type of business 
operation, such as processing of customers' orders or manufacturing department 
operations, and how dependent these are on the company’s network. The findings 
support the theory of William R. [11] which suggests that firewalls can be useful 
but they will not do everything. Firewalls are considered as the first line of defence 
when it comes to network attacks. Improper configuration of a network security 
system could be the cause behind the disruption of business operation.  
 
b) Day to day business operating costs may be fixed if everything is running as 
planned, or costs may be variable if the materials used have a different price or the 
company is facing some issues. In other words, if the operation's cost is increased 
the business is less efficient and could generate job losses for employees and 
negative revenue for the stakeholders. The following chart (Figure 4) presents 
findings that directly support the correlation between business operations and the 
increased cost of operations while the company is facing a network security issue.  
Figure 4 Business operations increased cost 
 
It can be summarized that 44.44% of the participants have given a neutral answer. 
A large number of participants, 36.11%, agreed that the business operations' costs 
were increased by a network security issue. A respectable 11.11% strongly agreed 
that the operations cost was increased. Only 5.56% disagreed and considered that 
the costs were not increased. Finally, 2.78% of the participants strongly disagreed 
that the costs were increased. 
 
 
c) In the 21st century procurement can be made online by both customers and 
businesses. An organisation can do E-business online by purchasing their required 
materials from other companies or they can do E-commerce by selling their 
products online to customers. When asked if their companies could not make any 
online purchase or process customers’ orders during a network security issue (see 
Figure 5) 22.2% of the participants gave a neutral answer, 5.6% disagreed and 
16.7% strongly disagreed. However 47.2% agreed that their companies could not 
handle any online purchase and 8.3% strongly agreed. 
Figure 5 Online purchases cross tabulation 
In this case, if a company is relying on E-commerce in order to conduct their 
business but cannot process any orders this means that the activity is suspended for 
a short or a long period of time. The results correlate with the findings of Aslam, 
N. [6] who found that in recent year’s network security systems have emerged as 
one of the greatest encounters for many organisations. Nevertheless Aslam, N. [6] 
suggests that the growing number of sophisticated security threats can significantly 
obstruct productivity, interrupt business operations and result in loss of information 
for any organisation. 
 
d) Every company must develop a business plan in order to define what they want 
to achieve and how they will achieve it. If a company experiences network security 
issues they may consider changing their business plan because they need a new 
strategy to achieve their goal. 
 
Figure 6 Business plan and service and support system cross tabulation 
 
Research shows (figure 6) 5.6% of the participants disagreed that the business plan 
had to be changed while the service and support system of the company was out of 
order because of network security issues. Interestingly, 44.4% of participants were 
in agreement that the business plan had to be changed, while 33.3% gave a neutral 
answer. Furthermore, 16.7% strongly agreed that the business plan had to be 
changed because of network security issues which were affecting the service and 
support system of their company. 
5.0 Conclusions and Further Research 
Summarising the findings, the small to medium-sized medium companies are 
affected by specific network security issues, which in turn lowers productivity and 
efficiency. Network security issues such as spyware, lack of user awareness and a 
virus or worm are the most common experienced by the businesses. Also, intranet 
and auto-logon processes are considered as network security threats which provide 
unauthorised access to various entities that can cause losses to a business.  
 
The effect of the above issues is demonstrated in the supply chain where the 
efficiency of business operations is disrupted and the cost of business operations is 
increased. Finally, the findings show that businesses could not make or process any 
order online due to network disruption and also the business plan has to be changed 
accordingly to the effect. 
 
Future research is recommended that should focus on particular companies in order 
to analyse further aspects of their productivity and efficiency while been affected 
by network security issues 
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